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I N T R O D U C T I O N
Today, as the enemies of the World Economic Consortium become ever more

organized and dangerous, it has become increasingly incumbent on the admin-

istrators of key financial or strategic sites to look to the security of their own

facilities.

This is certainly not a case of the Security Cartel or the other military and police

resources of the WEC telling its administrators, "Look out for yourself, we can't

help you." Far from it! The WEC pledges to bring all its resources to bear to pro-

tect its facilities from armed terrorists of all stripes.

However, such support is, by necessity, external and reactive. That is, it origi-

nates outside of the threatened facility, and therefore it can only be brought

fully to bear after an imminent threat of violence has become obvious. Far bet-

ter, at least as a first line of defense, is security that is internal and proactive.

That is, security that originates on-site and is brought to bear before the threat

becomes overt.

This document exists as an introduction, in the most general terms, to the prin-

ciples of effective site security. It does not have all the answers, but it will allow

site administrators to focus on the security needs of their installation, and give

them a general idea where to go for more information and assistance on both

internal and external security resources.

fT^ATEG/C

TH,r DO cm, we
TO E*,rr ^OMF A; AM

WEC

"Vigilance!"

n Draygan

T H E E N E M Y
This is by no means a comprehensive list of all possible violent threats to site

security, but it does describe a few of the most prominent terrorist organiza-

tions, as well as other general categories of violent criminals that may pose a

security threat to your site. D,r,MTO^AT(0w. ̂  terPowre -
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By far the most visible and numerous terrorist organization, as well as the best

armed, trained and funded, the so-called "Resistance" offers the most effective,

if perhaps not the most likely, threat to your facility. The Resistance is a revolu-

tionary movement dedicated to the violent overthrow of the WEC and the sys-

tematic destruction of orderly, lawful civilization.

Although the Resistance terrorists display a reckless disregard for human life, they

consider themselves in a war for the hearts and minds of the WEC citizens.

Therefore, they seldom make direct attacks against the populace. Instead, they pre-

fer to assault highly visible bastions of WEC authority, i.e., facilities like yours. If the

assault can also impede WEC security or financial performance, so much the better.

There are two primary modes of attack used by the Resistance. The first is infil-

tration and sabotage, where a Resistance operative is inserted into the facility

as an employee, from which position he takes whatever opportunities present

themselves to impede the efficiency and morale of the site. This mode of attack

is covered more fully in Security Cartel publication #SC-39P-447D,

"Organizational Security and Personnel Screening."

The other primary vehicle for Resistance terrorism — and the one more directly

concerned with the topic of this document — is direct armed assault. The

Resistance seldom attacks frontally, in large groups. Instead, it usually prefers to

send in a single individual, or at most a small team, approach from hiding, and

strike as quickly as possible at a single vulnerable point. Often the Resistance

force's goal is the theft of sensitive information or technology, or the abduction or

murder of certain key personnel. Even on such specific missions, however, the

Resistance teams will always do as much general damage to the site as possible,

if for no other reason than to cover their tracks and confuse pursuit.
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R e f u s e n i k s
"Refusenik" is a general term for those radicals who reject the benefits of WEC

citizenship and refuse to register their identity with the Registration Division of

the Human Resources Cartel. They take this action for reasons ranging from reli-

gion to politics to a simple desire for anonymity as a cover for criminal activity.

The original Refuseniks purged themselves from WEC databases or paid others

to purge them, or staged their own "deaths." Today, thanks to enhanced data

security, it is virtually impossible for a citizen to access and alter his own

records, therefore the majority of modern refuseniks are second-generation

undocumenteds.

While the notion of organized anarchists may

seem nonsensical, refuseniks do tend to band

together for mutual protection and support.

Although less politically overt then they were a

few decades ago (when they routinely organized

anti-WEC riots among the populace), refuseniks

can still represent a palpable threat to site

security. An ongoing pattern of petty theft and

vandalism at your facility is good evidence of

an active refusenik group operating in the area.
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R i o t e r s
In your parents' time, riots among the general population were a fairly common

occurrence. Such social upheavals were a natural by-product of the massive

reforms enacted by the nascent WEC. Today, thanks to decades of prosperity

and efficiency, such spontaneous violence among the people is virtually extinct.

Nonetheless, in isolated instances, it is still possible for small violent demons-

trations to erupt. Such upheavals are particularly likely when a temporary down-

turn in social stability or economic progress leaves the general population open

to propaganda from Resistance agitators. For such emergencies, the Security

Cartel maintains a highly trained force of riot troops, and riot units stand ready

at all times to deploy to any point on Earth within 30 minutes.
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O r g a n i z e d C r i m e
"Organized crime," in the sense of the vast, organized and mysterious inter-

national syndicates so beloved by the popular media, is a thing decades in the

past in the WEC era. .
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However, local gangs of thieves, black marketeers, or simply restless juvenile

delinquents, still exist and probably always will. Depending on their resources

and leadership, the danger posed by such local gangs can range from a minor

annoyance to a major threat to installation security.

D i s g r u n t l e d P e r s o n n e l
A chronic threat to the security of WEC facilities has always been disgruntled

personnel — individuals discharged, demoted, or simply passed over for

advancement by their production administration. Although these individuals usu-

ally work alone, and their crimes are

often a result of mental illness or the

influence of controlled substances,

their intimate first-hand knowledge of

the facility, together with their sheer

desperation, can often make them

extremely dangerous to life and

property. Once again, Security Cartel

maintains special teams highly trained

to deal with such irrational criminals

One of these scientists could be with a minimum of risk to Consortium

your greatest security risk. economic or human resources.
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Perhaps the most dangerous sort of dissatisfied worker is the highly educated

academic — scientists, theorists, writers, etc. — who may harbor secret political

dissatisfaction with the WEC. Unlike blue-collar workers, whose acts are usually a

spontaneous expression of rage, white-collar radicals are capable of meticulously

planning elaborate schemes of potentially great damage to WEC operations. For

this reason, "intellectuals" must be carefully screened and monitored at all sites.
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